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1. SAO Fraud Investigative Program

2. Four fraud cases and preventative

controls

3. SAO resources
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Offi the

Fraud Investigations Program

« State law (RCW 43.09.185) requires state and local State Auditor
governments to report losses to SAO.

* Website suggests actions to take if you suspect a loss:

o Protect the accounting records.
o Notify others who need to know.

o Notify your legal counsel. \
Report known or suspected
o Consult with SAO before you file a police report. Incidents easily through our

online Report a Suspected
Fraud or Loss form here

o Gain approval before you enter into any restitution

agreement.

" Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Reporting fraud or loss

Office of the
Washington
State Auditor

The Audit Connection Blog Coronavirus Public Records Client Login li u m (> ]

& Office of the Washington State Auditor

Pat McCarthy m
/ Search SAO

g
Reports & Data Performance Audits  About Aud s Improving Government B) RS & Annual Filing  Reporta Concern  About SAQ

 Report any known or suspected
instances of fraud or loss to SAO

SAD HOME / IMPROVING GOVERNMENT / Preventing Fraud

 Use SAO’s website and the “Report

” Preventing Fraud
a Suspected Fraud or Loss” form

e Our goal at the State Auditor's Office (SAO) is to help you

Innovation

. . ] Lean Services prevent, detect and report fraud in your government.
¢ For more |nf0 rmation emall o What to do if you suspect fraud

#BeCyberSmart

fraud@sao.wa.gov

Intelligence Tool Read about how
Resourca Library Visit our reporting Report the loss and when to seek
Technical Advice fraud in government using our online SAO approval for
#Gov101 page to learn more reporting form a restitution

Improvement
Training Videos

agreement

N—

Fraud Resources

Fraud is costly to Washington governments.

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls
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State Auditor

Fraud Investigation Report

Case Study #1: e
Bellevue College

W T j TR 1

Published May 16, 2024 A e o s
we're helping advance

Report Mo, 1034701 -

Report Do, 1054 E atiood(anernmen
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$31,510

Misappropriation

$12,093

Questionable

fa Office of the Washington State Auditor

Case facts o

Washington
State Auditor

* Loss Period: January 2017 -
June 2022

* Detection: Bellevue College

* Subject: Food Services Director

Fraud Cases and Fraud Preventive Controls




Subject was the only person
who had access and ability
to do purchases and returns

Control

Office of the

weaknhesses Mashinglon

* Violated cardholder agreement by using
his travel card for both work-related and
personal travel expenses

* No one monitored the activities of the
travel cards

* No one independently reviewed the
subject’s monthly card reconciliation

Fraud Cases and Fraud Preventive Controls

fa Office of the Washington State Auditor



What controls would prevent this Qo
type of loss?

State Auditor

Ensure all credit card
expenditures have
proper supporting

documentation
available for review

Returns need
adequate support
showing where the
refund went

Monthly review and
reconciliation of
purchase card and
travel card activity

J

J
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Questions on
Bellevue
College

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls



B Office of the Washington State Auditor

Pat McCarthy Office of the
Washington
State Auditor

Fraud Investigation Report

Community Colleges
of Spokane

Case Study #2:
Community College

For the investigation period March 1, 2021 through April 6, 2021

of Spokane and
Washington State
University

Published June 8, 2023 E E Find out what's new at SAO
by scanning this code with
X PINAT 7
Report No. 103206 E your smartphone’s camera
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$0

Misappropriation

$8,767

Questionable

fa Office of the Washington State Auditor

Case facts

Washington
State Auditor

 Loss Period: March 1, 2021 —
April 6, 2021

* Detection: Cooperative work
with both CCS and WSU

* Subject: Director of Grants and
Sponsored Research

Fraud Cases and Fraud Preventive Controls




Timeline for work overlap

2021-

WSU

Working for

3/17/21- sent
resignation letter

WSU

3/25/21- WSU Internal

Audit started
investigation

—I_{—

Time in question
CCS
CCS-HR reaches out |

3/1/21-
Started work
at CCS

to WSU for leave
accruals/benefits for
their new employee

4/15/21- last
day of work
WSU

Office of the Washington State Auditor

4/6/2{— end
of amount of
time paid for
CCS

4/9/2
Terminated
from CCS

Off the
Washington
State Auditor

Fraud Cases and Fraud Preventive Controls
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| wea kn esses Washinglon

State Auditor

College trusted the employee to
comply with the College policies
and employment contract.

Working two state jobs at
the same time violated the

employment contracts and
state ethics laws

No one was monitoring this remote
employee to ensure she was
performing her work.

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




What controls would prevent this Qo
type of loss?

State Auditor

Communicate and
training staff on policies
and procedures
applicable to general
ethics and conflicts of

interest

Improve monitoring of
employee work activity to
ensure employees are
not engaged in dual
employment

Establish a policy to
verify employment status
by contacting prior
employers through
reference check process

J
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Office of the
Washington
State Auditor

Questions on
Community
College of
Spokane

B Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls



Oifice of the Washington State Auditor Office of the
Pat McCarthy

Washington
State Auditor

Fraud Investigation Report

Town of Cusick

Case Study #3: S
Town of Cusick

Published April 18, 2024 E E Scan to see another great way
_ we’re helping advance
Report No. 1034573 E #GoodGovernment
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$277,570

Misappropriation

$30,843

Questionable

fa Office of the Washington State Auditor

Case facts

Washington
State Auditor

* Loss Period: September 2022 -
March 2023

* Subject: Clerk/Treasurer

 Detection: Town elected officials

Fraud Cases and Fraud Preventive Controls




Timeline: August to September 2022

QAugust 2022 Q
' New councilmember i
appointed
Bank balance about $230,000
() Sept. 12, 2022 é

B Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls



Town Clerk:

The motion was seconded by Councilmember [B] and passed unanimously with an | from Councilmember [Subject’s
wife]. * *Councilmember [Subject] recused himself from all discussions on this topic and abstained from voting on
the motion. **

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Timeline: August to September 2022

QAugust 2022 Q Sept. 15, 2022
New councilmember Questionable payroll
. appointed . transactions start appearing
. Bank balance about $230,000 i
— e ® o ° >

New councilmember also |
hired as new clerk treasurer - Payroll misappropriation starts

() Sept. 12, 2022 ') Sept. 16-30, 2022

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Timeline: October 2022

Q October 2022 o October 6-30, 2022
. SAO audit begins 26 unauthorized bank transfers: $9,525
| 118 unauthorized credit card charges:
| - $7,712
—é ° o >

Credit card discussions at

town council meeting

¢ October 4, 2022

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Timeline: November to March 2023

Q Nov. 1 to March 7, 2023

395 unauthorized bank transfers: $233,000

489 unauthorized credit card charges:
$191,636

| Bank balance:
| $249.00

O March 7, 2023

% Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls



Office of the
Washington
State Auditor

Statements

$a0.wa.gov

Fraud Cases and Fraud Preventive Controls




Bank Account

TRAN DATE

12/ 04 T o KEH KKK K ]
12f05 Tir o KEHEKEEK 0]
12/06 T to MK, Q0
12/06 T to XA Q0
12/06 T to XX HHK KX, O
12fo07 Tir o KEHEKKEK ]
1207 T i KEEEKEEH ]
12fo07 Same Day ACH

1207 Tir i KEHEKEEX ]
12fo07 Tir o KEHXKKEXK ]
12{/07 Tt MK KK, Q0
12/08 Thr o KKK KK (]
1208 Tir i KHEHEKHKEK ]
12/08 Tir tio KM MM ]
1200 Tir fo XHXHKEKK 0
12{00 Thr to XXX 0
12/00 THr to KKK HX 0
1210 Tie o KM HK ]
12,10 T i KKK EKEEE ]
1210 Tir o KEHXMKHEX ]
1211 Tt MK KK, Q0
1211 T to XIHHKX ]

Total Misc Debits

Office of the Washington State Auditor

DESCRIPTION

WHN OF CUSICK
WN OF CUSICK
WN OF CUSICK
WN OF CUSICK
WHN OF CUSICK
OWN OF CUSICIK
WN OF CUSICK

WHN OF CUSICK
OWN OF CUSICK
OwWnN OF CUSICK
WN OF CUSICK
OWHN OF CUSICK
WN OF CUSICK
OWHN OF CUSICK
WN OF CUSICK
WN OF CUSICK
OWN OF CUSICK
OWrN OF CUSICK
OWN OF CUSICK
OWnN OF CUSICK
WN OF CUSICK

DEBITS

440,00
278.00
36000
350.00
310.00

1,7 00.00

1,100.00

.00

Office of the

Washington
State Auditor

350.00
1,600.00
go0.00
350.00
1,800.00
A60.00
1,800.00
425,00
400,00
1,000.00
1,100.00
2oo.o0
1,800.00
360.00

86,934.69

Fraud Cases and Fraud Preventive Controls




Credit Card Account

TRAN DATE

12/ag
1205
12 /o5
12f06
12/06
12fo7
12fo7
1207
12foy
12f07
12/08
12fo7
12foy
12f08
12/0g
12/10
12/10
12/10
12/08
12 /08
12/09
12/09
12/10
12/11
1210
12/11

POST DATE

1205
12/06
12/06
12/06
12/06
12fo7
12fo7
12fo7
12foz
12/08
12/08
12/0g
12/0g
12/09
12/09
1210
1210
12/10
12/11
12/11
12/11
12/11
1211
12/11
12/12
12/12

DESCRIPTION AMOUNT
UPHOLD NEW YORK NY $550.00
TOYOTA TIS TECH SERV Bo0-Bg2-9650 WI $65.00
UPHOLD NEW YORK NY $218.00
UPHOLD NEW YORK NY $600.00
[UPHOLD NEW YORK_NY $300.00
STAMPS. COM Boo-6aB-2677 TX $6.09
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,700.00
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,600.00
PAYMENT - THANK YOU LIBERTY LAKE WA -$900.00
PAYPAL *SHERLOCKMIC , CA $544.95
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,800.00
PAYPAL *LMSERVAS CA $772.05
PAYPAL *LMSERVAS CA $617.70
PAYPAL *LMSERVAS CA $1,020.30
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,800.00
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,900.00
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,100.00
PAYMENT - THANK YOU LIBERTY LAKE WA -$800.00
PAYPAL *LMSERVAS CA $823.50
PAYPAL *LMSERVAS o) $545.67
PAYPAL *LMSERVAS ~  ~---- - CA $835.85
PAYPAL *LMSERVAS CA $926.40
PAYPAL *LMSERVAS CA $1,080.75
PAYMENT - THANK YOU LIBERTY LAKE WA -$1,800.00
PAYPAL *LMSERVAS A $1,440.90
PAYPAL *LMSERVAS CA $1,247.45

Digital Currency

Bank transfer in

PayPal out

Fraud Cases and Fraud Preventive Controls




PAST DUE AMOUNRT
OVERLIMIT AMOUNT
CREDVT LIKNT

AVAILABLE CREDIT
STATEMENRT CLOSIMNG DATE
DaYS IN BILLIMNG CYCLE

S 0.00

oo
oy'oz/20273

31

Office of the Washington State Auditor
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e Spending:
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Office of the Washington State Auditor

ACCOUNT SUMMARY $5,000
Card Limit
PREVIOUS BALANCE 4$12,058.60
0
— PAYMENTS $63,214.62 ’ ® @]
— OTHER CREDITS $o.00 —
Q.
+ PLRCHASES $46,170.03 $5.,000 -
+ OTHER DEBITS fo.00 ® 9 ®
+ CASH ADVANCES $0.00 —
+ FEES CHARGED S0.00 -$10,000 ® 9 @
+ INTEREST CHARGED S0.00 59 ®
MEW BALANCE -520,103.28 $ —
v -$15,000 — ~_ R0
6. — o
PAST DLUE AMOLUNT %000 =
Q-
OVERLIMIT AMOUNT 4000 -$20,000 ——
CREDIT LIMIT o0 ® 9 ®
AVAILABLE CREDIT tcon —
-$25,000 ® 9 ®
STATEMENT CLOSING DATE py0z/2023 —
DAYS IN BILLING CYCLE 31 © e ®
-$30,000 —am

Fraud Cases and Fraud Preventive Controls




TRAN DATE DESCRIPTION DEBITS

10/19 ACH Debit PUD Town of Cusick ID_,______,, INVOICE# 22-08 - Contract Water Operator, August 4,587.38
2022
10/19 ACH Debit SSS Town of Cusick IC INVOICE# 1092 - October 2022 1,871.29
10/21 ACH Debit undefined Town of Cusick | _3 PAYROLL - 10/21/2022 817.45
10/21 ACH Debit Elected Town of Cusick | PAYROLL - 10/21/2022 2,001.46
10/24 ACH Debit Elected Town of Cusick 3 OVERTIME - PRELIM. BUDGET 2023 1,561.39
10/2 ACH Debit Elected Town of Cusick = __ Snop/Winterization - |, Mileage 1.188.00
ACH Debit Chitwood Town of Cusick __ INVOICE# 3006 - WATER MAIN BREAKS 9-19-22
ACH Debit Elected Town of Cusick 7= 73 PURCHASE ORDER# 200122 - AMS SOIL SAMPLING
KIT FOR 5YR. ICMP
10/27 ACH Debit Elected Town of Cusick ~ PURCHASE: CONFINED SPACE ENTRY KIT 2,457.81
10/28 ACH Debit Elected Town of Cusick [ __ REIMBURSEMENT: OFFICE EQUIPMENT 1,103.03
Total ACH Debits 46,727.79

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




CHECK NUMBER

21285
21296 *
99004764 *
09252121 *
99334688 *

Cleared checks

AMOUNT

1,206.00
3,397-34
416.78
129.23
169.02

Office of the Washington State Auditor

CHECK NUMBER

99463250 *
99567412 *
99951958 *
99992713 *

Fraud Cases and Fraud Preventive Controls

AMOUNT

012.22
611.38
161.54

15.48




BANK

What did he say?

Office of the Washington State Auditor

Interview:

Washington

* No online access to the State Auditor
Town’s bank account or
credit card accounts

e Didn’t receive bank
statements or credit card
statements

* Unaware there was a Town
credit card opened in his
name

e |t was external fraud

Fraud Cases and Fraud Preventive Controls



Summary of results

Office of the
Washington

Investigation area Misappropriation Questionable LT Ly

Credit cards $199,348 $686

Electronic disbursements $48.240 $5.672

Payroll $24,406 $23,846

Check disbursements $5,576 $639

Cash receipting *Unknown

TOTAL $277,570 $30,843

Office of the Washington State Auditor

Fraud Cases and Fraud Preventive Controls




Timeline: March 2024 Indictment P

Q August 14, 2024

Office of the Washington State Auditor

Washington
State Auditor

! United States About EDWA Find Help Contact Us

i
Eastern District of Washington

About News U.S. Attorney Divisions + Civil Rights Programs + Contact Us

Justice.gov > U.S. Attorneys > Eastern District of Washington > Press Releases > Former Town Clerk and Town Council Member
Pleads Guilty to Stealing More Than $195,000 From Town of Cusick

PRESS RELEASE

Former Town Clerk and Town Council Member
Pleads Guilty to Stealing More Than $195,000 From
Town of Cusick

Wednesday, August 14, 2024 For Inmediate Release

Fraud Cases and Fraud Preventive Controls




Review™
the Bank

%ements
sao.wa.gov

Office of the Washington State Auditor

Trust, without .
verification Washington

* Complete control of all financial

duties with no monitoring
* No bank statement review

* No independent bank
reconciliation, or review of the

subject’s bank reconciliations

Fraud Cases and Fraud Preventive Controls




What controls would prevent this Qo
type of loss?

State Auditor

A secondary review of all
the Town’s bank and
credit card accounts by
someone independent of
the cash receipting and
payment processes

Segregate duties
over cash
receipting and
payment
processing

Secondary review of all
payments, including
checks, electronic
payments, payroll and
credit cards

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Office of the
Washington
State Auditor

Questions on

the Town of
Cusick

B Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls



\ Office of the Washington State Auditor

Pat McCarthy Office of the
Washington
State Auditor

Case Stu dy H4: gzgifn()gt;Administrative
Administrative
Hearings

Published July 1, 2024 E E Scan to see another great way
i . we're helping advance
Report No. 1035189 = #GoodGovemnment

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




$878,115 Case facts

Washington

Misappropriation State Auditor

$4,933

Questionable  Loss Period: June 2019 -

May 2023

e Detection: SAO Audit

* Subject: Management Analyst

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Exponential growth

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Exponential growth

Here's Rita Crundwell's Data
(without 2012; when she was caught)

RZ=0.69; Change in Slope = 87.07
Total Spent = 552,219,481 .80; Total Transactions = MOT AVAILABLE IN MN.D.IL EXHIBIT 2

55,637 54634
6000000 55 640.518.85
]

i /

54 753 SBSHIN s
54648852 5 1 :

ADO0000 - (4 0%
53,458 70

5302313 5

£2.90 : I

£2.60 |
51.9 / i

$225 287 67 51.069.4 78886

£181.,000.21 76 A8
g T,
P -

. 5121,367.90 5103,664.92

L)
(=5 [=x]
(=5 (=]

3

L
2 E
-

Year

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




P-card data and

exponential growth

Office of the Washington State Auditor

R2 = 0.79; Change in Slope = 11.09
Total Spent = $197,015.82; Total Transactions = 767
No Cents = $38,995.00 ($10,000.00 threshold) Office of the

Count of Transaction IDs Washington
22 31 27 28 56 48 59 66 52 49 80 79 87 83 State Auditor

30000
7,292
20000
$17,326
10000
0
- o M % = o M o% = o ¢ % = 0
o o ¢ o o ¢ g g o oo g g o g
o O o O T T T« = ©o ©of ©o ©™N M m
S I B < S < o TR ¢ SR o (R < N o B SR (R o B SV R
o O o o o & O 0o o o o & o o
1 I T I A I A I 5 D A o I VA o IR o N o A o B T B o |
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Travel card data

and exponential
growth

Office of the Washington State Auditor

CorpCard **2314 CARD TRAVEL
No Cents = $482,467.00 or 167.45% from mean; R2 = 0.83

Card Total = $1,021,912.01; Total Transaction IDs = 1351 Office of the
. Washington
Count of Transaction IDs .
71 82 92144118 96 70 13 16 39 54 45 82 60 61 71 134103 State Auditor

150000

100000

50000

O < = N O F — N O  «=— N O F «— N O <
g 0000000 oo oo oo oo
0O O OO OO OO OO O O O O ™ v v v« (N N N
FFFFFF AN AN AN AN AN NN AN NN NN
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Asking the Office of Administrative
Hearings for help

e
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Office of the

Purchase card vendors

SQ* RCC Professional State Auditor
SQ*Soundage

Washington

SQ*Fourcourners

VendOrS : IN*SRBC Consulting
selected for review

SQ = Payment through Square Payments

IN = Payment through Intuit

Fraud Cases and Fraud Preventive Controls
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01-25
01-26
01-27
01-29
01-30
01-31
01-31
02-03

02-06
02-07
02-07
02-07
02-10
02-10
02-11
02-11
02-12
02-13
02-15
02-15
02-16
02-16
02-16

Office of the Washington State Auditor

DATE

MCC

DATE CODE
01-26 8999
01-27 8999
01-30 8999
01-30 8999
01-31 8999
02-01 8999
02-01 8999
02-06 3637
02-07 0000
02-08 4814
02-08 4814
02-08 4814
02-10 0000
02-13 4814
02-13 0000
02-13 8999
02-13 8999
02-14 8999
02-16 8999
02-16 8999
02-17 4814
02-17 4814
02-17 4814

4814

TRANSACTION DESCRIPTION

REFERENCE #

IN *SRBC CONSULTING 360-3588286 WA
IN *SRBC CONSULTING 360-3588286 WA
IN *"SRBC CONSULTING 360-3588286 WA
IN *"SRBC CONSULTING 360-3588286 WA
IN *SRBC CONSULTING 360-3588286 WA
IN *SRBC CONSULTING 360-3588286 WA
IN *"SRBC CONSULTING 360-3588286 WA

RAMADA BY WYNDHAM OLYMPI 360-4598866 WA
8579691 ARRIVAL: 02-02-23
PAYMENT - THANK YOU 00000 C
VERIZONWRLSS*RTCCR VB 800-922-0204 FL
VERIZONWRLSS*RTCCR VB 800-922-0204 FL
VERIZONWRLSS*RTCCR VB 800-922-0204 FL
PAYMENT - THANK YOU 00000 C

TMOBILE POSTPAID WEB 800-937-8997 WA
w AN Nalalalala e

IN *SRBC CONSULTING 360-3588286 WA

IN *SRBC CONSULTING 360-3588286 WA

IN *SRBC CONSULTING 360-3588286 WA

IN *SRBC CONSULTING 360-3588286 WA

IN *SRBC CONSULTING 360-3588286 WA

VERIZONWRLSS*RTCCR VB 800-922-0204 FL
VERIZONWRLSS*RTCCR VB 800-922-0204 FL
VERIZONWRLSS*RTCCR VB 800-922-0204 FL
VERIZONWRLSS*RTCCR VB 800-922-0204 FL

AMOUNT

24692163025100529278879
24692163026101253511229
24692163027101993980543
24692163029100506272644
24692163030101193340576
24692163031101868734151
24692163031101868734169
24755423035160356935603

74798263038000000000357
24692163038106610351967
24692163038106610352106
24692163038106610352148
74798263041000000000048
24692163041109290041531
74798263044000000000037
24692163042109952730446
24692163043100670703095
24692163044101351310654
24692163046102792654062
24692163046102792654070
24692163047103087389397
24692163047103087389470
24692163047103087389496
24692163047103087389561

2.500.00
2.000.00
8,500.00
9,200.00
9,300.00
9,300.00
9,500.00

134.57

4,052.98PY
637.09
511.91
732.78
5,963.03PY
5,935.44
30,000.00PY
5,000.00
5,000.00
2,000.00
5,100.00
5,000.00
830.80
468.82
2.397.50
556.85

Fraud Cases and Fraud Preventive Controls




Department of Revenue records

License Information:

Management Analyst

Entity name: . . . 3
(investigation subject)

Business name: SRBC CONSULTING

Entity type: Sole Proprietor

UBI #: 604-793-230

Business ID: 001

Location ID: 0001

Location: Closed

Location address: I I

SHELTON WA 985384

Mailing address:

Excise tax and reseller permit status: Click here

Govern 111 g Peo p I e May include governing people nof registered with Secrefary of State

Governing people Title

Management Analyst
(investigation subject)

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Misappropriation

Type: 2019 2020 2021 2022 Total
Business 1 $29.380 $0 $0 $0 $0 $29,380
Business 2 $18.100 | $238.283 $0 $0 $0 $256,383
Business 3 $0 $10,000 | $35,943 $0 $0 $45,943
Business 4 $0 $0 $56.800 | $289,951 | $182,300 | $529,051
Personal use $4.423 $3,203 $3.831 $3.841 $2.061 | $17,359
of cards

Total $51,903 | $251,485 | $96,574 | $293,792 | $184,361 | $878,115

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls




Subject had improper
access to the AFRS system
(upload and release batches)

Control

Office of the
weaknesses ot

* Subject presented partial activity reports,
rather than actual monthly statements

* Only the subject could access the
U.S. bank

* No one independently reviewed the
subject’s monthly card reconciliation

Fraud Cases and Fraud Preventive Controls
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What controls would prevent this Qo
type of loss?

State Auditor

Ensure the staff
responsible for the
independent oversight
of expenditure activity
have the proper
access and
capability to view and
monitor this activity

Perform a secondary
independent review of
monthly reconciliations
over your credit cards

Segregating duties,
such as the upload and
release of batch in
financial systems

?’" Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls
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Office of the
Washington
State Auditor

Questions on
Office of
Administrative
Hearings

B Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls
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Resist
Complacency

T”j" Office of the Washington State Auditor

Fraud Detection

Office of the

ldeas e o

Conduct targeted internal audits for a
specific objective

Step back from what you are reviewing.
Consider the bigger picture

Perform a fraud risk assessment

Try a new data analytic

Fraud Cases and Fraud Preventive Controls
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What can

SAO do
for you?
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A
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Our online resource library can help you manage
your government’s day-to-day business...

Resource Library | Office of the Washington State Auditor

Accounts payable Fraud prevention
& receivable ol
_ Procurement

Public records & OPMA

Payroll GAAP & cash-basis
financial reporting
Assets
Cybersecurity . - Revenues & expenditures
Federal funds > Technology

...safeguard resources

¥ Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls


https://sao.wa.gov/improving-government/resource-library

The Audit Connection Blog  Careers  Public Records  Client Login [ 0 O

< *‘ Office of the Washington State Auditor

Pat McCarthy Seareh SA0 m

Reports & Data Performance Audits  About Audits Improving Government = BARS & Annual Filing Report aConcern  About SAO

SAQ HOME / IMPROVING GOVERNMENT / Resource Library

Resource Library

The State Auditor’s Office (SAO) provides a variety of free guides, checklists, best practices
The Center for Government ] ] .
. and tools to help Washington governments improve internal controls, grants management,
Innovation Featured Resource

procurement practices, financial reporting, and cybersecurity.

Lean Services

o To browse our resources, use the search box (click filters’ button on mobile) or select a
Teambuilding Workshops
category below.

#BeCyberSmart CYBERSECURITY @

is everyone’s job. Planning
Search for a Resource

Financial Intelligence Tool
—
It starts with policy
A guide to jump-starting your

Technical Advice A
cybersecurity program
Internal Controls

#Gov101

The Office of the Wahingion State Audies
Igrictn vhm Cylher Chechasp prograe in 7021,
43 o 3 the oo eyt we haee oo
& thar lazal gosmrrenents lazt 01 nead 1.
anpesa thew isfarmamon Techivdogy 1T
sonimentaon, inclisiiog itmdadi.

Preventing Fraud proiim ol S0
1 1

Improvement Training Videos ACCOUNTS PAYABLE

ACCOUNTS RECEIVABLE

Office of the Washington State Auditor Fraud Cases and Fraud Preventive Controls
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Pat McCarthy Search SAC m

Reports & Data Performance Audits  About Audits Improving Government  BARS & Annual Filing Reporta Concern  About SAO

SAO HOME / The Audit Connection Blog

The Audit Connection Blog

Subscribe to Updates
SAQ’s newest resource helps local governments manage federal awards

Get our e-newsletter right to your inbox!
O Innovation
S OCTOBER 02, 2024
ESSENTIALS OF The Office of the Washington State Auditor has published a new resource for local
MANAGI NG governments called Essentials of managing federal awards: A compliance handbook.
* FirstName FEDERAL AWARDS Now governments can access the latest version of this handbook at any time of the

A COMPLIANCE HANDBOOK

year in our Resource Library. ... CONTINUE READING

* Last Name

Company

Fraud Cases and Fraud Preventive Controls



Some examples of resources

Office of the
Washington
State Auditor

Best practices
— for credit card
Best practices ' programs Best practices for v
fo.r travel and 0;@1 fueling government-
reimbursable S owned vehicles
expenses e

of police, fire or utility vehicles, schools or
transit buses, motor pools, or maintenance

vehicles. Some governments operate their
own fuel tanks, while others use retal fueling
stations or a combination of both. Although
more governments are converting 1o hybrid
or electric, fuel continues to be a significant

Fraud Cases and Fraud Preventive Controls




Information

Fraud-related questions can be
sent to our Special Investigations
Fraud team at fraud@sao.wa.gov

Sadie Armijo, Director of
State Audit and Special
Investigations

Sadie. Armijo@sao.wa.gov
(564) 999-0808

Website: www.sao.wa.gov
Facebook: www.facebook.com/WaStateAuditorsOffice
LinkedIn: Washington State Auditor’s Office

P i
AP
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